
 

 

 
 
 

 
 
IT Policy and Social Media Policy 
 
Wesley House provides a variety of IT facilities to staff, students, residents, trustees, volunteers and guests 
including wired and wireless connections to the Internet and internal networks as well as providing 
computer hardware and software for some users. 
 
As Wesley House’s staff and students are bound by the Cambridge Theological Federation’s IT and Social 
Media policies, as updated from time to time, for some of their activities, the Wesley House Trustees have 
adopted those policies as also applying to Wesley House. References to the Federation in these policies 
should therefore be taken to refer also to Wesley House. 
 
The IT Policy refers to monitoring accounts in exceptional circumstances. In Wesley House such 
authorisation will need to be given by both a College Officer and a Trustee. 
 
Wesley House staff should note that any breach of these policies is a disciplinary offence and may lead to 
action being taken under the college’s disciplinary procedure. The consequences for other users are listed 
in the IT Policy. 
 
 
Adopted 7

th
 February 2018 
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Information Technology Policy 
Use of IT Facilities provided by The Cambridge Theological Federation 
 
1. Scope 

 
The policy applies to all members of the Federation Community, including student members and staff. 
 
The policy applies to use of the IT Facilities provided by the Federation. This includes personal devices used 
to access the Federation’s network and systems. The Federation network also falls under the supervision of 
the University Computing Service and all users are subject to its rules and guidelines. 
 
This document provides an overview of what is considered misuse of Federation IT resources, and applies 
to individuals using resources and/or networks provided by the Federation and/or its partner universities, 
whether using Federation-owned equipment or a personal device. 
 
2. Definitions of Misuse 

 
Information Technology is an essential part of Federation life and business. Misuse can damage the 
Federation’s business and reputation and may infringe the law. Examples of such misuse include, but are 
not limited to:  
 

 Accessing or downloading material that encourages terrorism or may lead to radicalisation 

 Disrupting Federation systems by inappropriate downloads or e-mailing  

 Harming the Federation’s reputation by downloading potentially offensive material in a public 

space or making inappropriate posts on social networking sites  

 Unauthorised access to and theft or loss of Federation data  

 Decreased efficiency by prolonged inappropriate use during working hours  

 Illegal downloading, file sharing or support for other illegal activities  

 
3. Monitoring and Access by the Federation 

 
The Federation does not routinely monitor accounts and will do so only in exceptional circumstances. For 
monitoring to take place, authorisation of the IT Manager and another Federation Officer will be required. 
For students this will normally be the Registrar.  
 
The Federation may require emergency access to accounts of staff and Federation Officers if the account 
holder is away in unforeseen circumstances. Every effort will be made to seek the account holder’s consent 
but operational need may override this. Folders relating to Federation business should be clearly marked as 
such and kept separately from personal and academic work to facilitate this and protect users’ privacy.  
 
 Monitoring will only be authorised when there is clear and justifiable suspicion of sustained misuse, where 
network performance is adversely affected or where criminal activity is suspected. 
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4. Usage of Federation Systems 

It is unacceptable for staff, tutors, members of houses and students to use Federation systems:  
 

 For unauthorised commercial purposes.  

 To bully, harass or cause distress to others  

 To view obscene or offensive websites in public or access websites supporting illegal activities  

The Federation supports Freedom of Expression, however using Federation systems to promote extreme 
views inciting violence and/or hatred of others because of their race, religion, sexual orientation or political 
affiliations is never acceptable and may constitute a criminal offence.  
 
All users posting to social networks on their own devices should be aware that posts may not be private 
and may be shared by others. Users are responsible for their own security settings and for preventing posts 
that may harm the Federation.  
 
Users must not imply that a page, account or blog is an official site if it is not. Official sites should be 
registered as such with the Federation. 
 
5. Email 

Electronic communication has become the principal medium for information flow within the Federation. 
However, the norms applying to electronic mail communication have dramatically modified traditional 
styles of writing. Brevity and spontaneity have become the operating principles, which sometimes add 
considerably to the risk of poor communication. Risks include spelling mistakes, lack of punctuation, and 
such extreme brevity that the message is not understandable to the receiver (or those copied in to the 
message). This medium also seems to offer the opportunity for less than constructive feedback, particularly 
ill-considered expressions of feelings that might never take place in face to face circumstances.  
 
Email etiquette: Students and staff of the Federation should familiarise themselves with and adhere to the 
policies on electronic communication at the university which validates their programme of study:  
 

 Anglia Ruskin University: 

http://web.anglia.ac.uk/it/support/staff/needhelp/email/outlook/Anglia%20Practice%20and%20G

ood%20Practice%20at%20Anglia2.doc and 

http://web.anglia.ac.uk/it/standards/Email%20Policy%20and%20Practice%20September%202009.

pdf  

 University of Cambridge: http://www.cam.ac.uk/cs/email/etiquette.html  

 Durham University: https://www.dur.ac.uk/cis/policy/  
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Consequence of misuse of IT resources provided by the Federation 

  
Consequences of misuse may include, but are not limited to: 
 

 Immediate suspension of the email account 

 Barring from Federation computer networks 

 Notification of suspicious activity to the police 

 Fines 

 Recuperation of costs incurred by the Federation 

 Expulsion from the Federation 

 
 
Approved by the Federation Management Committee May 2016 
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Social Media Policy 
 
Context 
The Federation recognises the numerous benefits and opportunities that a social media presence offers. 
We aim to build relationships and work with others to share information about the Federation’s activity 
online, and how to better support it.  
A social media account provides a flexible delivery platform which enables the Federation to engage in 
conversation with colleagues and the community. Federation staff and colleagues in Houses are 
encouraged to make effective use of it. 
 
The Federation’s policy on social media is designed to provide clarity and consistency for staff and students.  
Our approach is to support staff to engage with our communities, while providing appropriate guidance 
and training on best practice. 
 
This policy should be read in conjunction with the Federation’s IT policy:  Acceptable use of IT Facilities 
provided by The Cambridge Theological Federation. 
 
Authorisation and Review 
This policy was approved by the Management Committee of the Cambridge Theological Federation on 14th 
April 2015. 
 
The impact of this guidance will be monitored regularly by the Federation’s Social Media Policy Group to 
reflect the changing online environment and technologies. The guidance may also be amended where 
particular concerns are raised or where an incident has been recorded.  
Houses within the Federation should designate one of their staff as their Social Media Champion, whose 
responsibility it is to ensure that staff and students are aware of, and adhere to, the social media policy. 
Ideally, the named individual selected should have knowledge of how social media works, a clear 
understanding of the institution’s approach, practices and guidance, and the ability to deliver effective 
training. 
 
Scope 
The policy applies to all members of the Federation Community, including student members and staff. 
 
The policy applies to use of social media platforms in the Federation, including when these platforms are 
accessed by personal devices linking to the Federation’s network and systems.  The Federation network 
also falls under the supervision of the University of Cambridge Computing Service and all users are subject 
to its rules and guidelines.   
 
For the purposes of this policy, social media is defined as any online interactive communication tool which 
encourages participation and exchanges. Common examples include Twitter, Facebook, YouTube, Skype, 
Instagram, Pinterest, and LinkedIn. 
 
This guidance is for all staff who directly or indirectly, represent the Federation online. It applies to online 
communications posted at any time and from anywhere, whether to an individual, a limited group or the 
world. 
 
The Federation respects privacy and understands that staff may use social media forums in their private 
lives. However, personal communications likely to have a negative impact on professional standards and/or 
the Federation’s reputation are considered in this guidance. 
Professional responsibilities apply regardless of the medium being used. All social media communications 
that might affect the Federation’s reputation, whether made either in a private or professional capacity, 
should be thought through carefully. 
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Professional communications are those posted through an institutional account. 
 
Personal communications are those made via a private social media account. Where a private account is 
used which clearly identifies the Cambridge Theological Federation as your employer it must be made clear 
that the member of staff is not communicating on behalf of the Federation. An appropriate disclaimer, such 
as “the views expressed here are my own and in no way reflect the views of the Cambridge Theological 
Federation” should be included. 
 
Private communications that do not refer to the Federation are outside the scope of this guidance. 
 
Behaviour 
All members of the Federation using social media must adhere to the standard of behaviour as set out in 
this guidance. 
 
Whilst it is acceptable to use social media to promote job vacancies, staff should not use social media to 
screen applicants as part of the recruitment selection process.   Staff should not use social media to infringe 
on the rights and privacy of colleagues or make ill-considered comments or judgments about other 
members of staff, either within the Federation offices or the Houses that comprise the Federation. 
 
Digital communications by staff should be professional and respectful at all times and in keeping with this 
guidance. 
 
Unacceptable conduct, (e.g. defamatory, discriminatory, offensive, harassing content or a breach of data 
protection, confidentiality, copyright) will be considered extremely seriously by the Federation and will be 
reported as soon as possible to a relevant member of staff, and escalated where appropriate.  The 
Federation will take appropriate action when necessary. 
 
Where conduct is found to be unacceptable, the Federation will deal with the matter internally.  Where 
conduct is considered illegal, the Federation will report the matter to the police and other relevant external 
agencies, and may take action according to the Disciplinary Policy. 
 
The Federation permits reasonable and appropriate access to private social media sites.  However, where 
we suspect excessive use, and consider this use to be interfering with relevant duties, we may take 
disciplinary action. 
 
The following general guidelines apply to staff posting content via social media: 

 check with a line manager before publishing content that may have controversial implications for 

the institution 

 use a disclaimer when expressing personal views 

 make it clear who is posting content 

 use an appropriate and professional tone 

 be respectful to all parties 

 ensure you have permission to ‘share’ other peoples’ materials and acknowledge the author 

 express opinions but do so in a balanced and measured manner 
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 manage your social media presence on behalf of the Federation 

 think before responding to comments and, when in doubt, get a second opinion 

 set up a shadow system, e.g., a colleague who can edit posts 

 seek advice and report any mistakes to your line manager 

 
Staff of the Federation must not: 

 make comments, post content or link to materials that will bring the Federation into disrepute 

 use Federation branding on personal accounts 

 publish confidential or commercially sensitive material 

 breach copyright, data protection or other relevant legislation 

 link to, embed or add potentially inappropriate content 

 use social media to air internal grievances 

 
Security 
Staff are responsible for ensuring that passwords and other access controls for Federation social media 
accounts are of adequate strength and kept secure. Passwords should be robust and under no 
circumstances should they be shared with anyone other than authorised users. Staff should be familiar with 
privacy settings and ensure that these are appropriate for both content and intended audience. 
 
When making use of social media sites there are various security risks to address. Staff should be aware of 
the risk of false information being posted on the institution’s behalf, where an account is hijacked for 
example.   Staff should inform the Federation’s IT Officer immediately if they believe that any of the 
Federation’s social media accounts may have been hacked. 
 
e-Safety 
The Federation takes e-safety and its duty of care seriously. The Federation will do all that it reasonably can 
to ensure that learning and working environments, including online forums, are safe for staff and learners. 
 
All staff should attend e-safety training before setting up or using Federation social media accounts. 
 
Use of other people’s materials 
Sharing content such as images, photographs and video is extremely popular and easy to do via social 
media sites. While this may have value in an educational context, there is a real risk of breaching the rights 
of individuals who own the different media e.g. images rights, patents, copyright in a blog, or rights 
associated with collaborative outputs. All staff should ensure they have permission or other justification to 
share content in this way. Content is particularly risky where it is commercially valuable, confidential 
and/or sensitive. 
 
Staff will not post any images, photographs, videos, text etc. via social media sites without appropriate 
permission from the rights holders. If unsure, staff are advised to check permissions attached to digital 
content prior to posting via social media. 
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Personal information 
Personal information is information about a particular living person. No personal information will be shared 
via social media sites without consent, unless it is in line with the Federation’s Data Protection Policy. 
Authorised staff posting content or setting up accounts are responsible for ensuring appropriate informed 
consents are in place. Members of staff should include their name, email and job title where possible. It is 
at their discretion whether they wish to post additional contact information. 
 
Staff must keep colleagues’ personal information safe and secure at all times. When using social media 
sites, staff should never publish colleagues’ personal information. By its very nature, social media enables 
and encourages users to share data, including personal data e.g. a photograph of an identifiable living 
person. The Federation must process all personal information that it collects and uses in compliance with 
the Data Protection Act 1998. All uploads, storage, communications must be lawful and fair. Staff intending 
to use a social media site must therefore ensure that all parties know what type of information they are 
expected to share, for what purpose and who will have access to it. Even where consent is in place to 
process personal data, staff must also ensure that adequate security is in place to protect it. Information 
that should not be shared may range from name and registration number to sensitive personal data 
relating to personal experiences or assessed work. 
 
Education and training 
The Federation will provide staff with training on its guidelines and policies. 
Staff who use Federation social media accounts will be trained on relevant safeguards and acceptable 
practice. New, or temporary members of staff, will also receive this training as part of the induction 
process. 
 
Additional training is offered to senior staff and Principals of Houses on social media practice. It is expected 
that all relevant staff will attend at least one session per academic year. 
 
Incidents and response 
The Federation will act immediately to prevent, as far as reasonably possible, any damage to an individual, 
their rights or the Federation’s. Notification about such incidents should be directed immediately to the 
Federation IT Officer or a line manager.  Where it appears that a breach has taken place, the Federation IT 
Officer will review what has happened and decide on the most appropriate and proportionate course of 
action. Where the IT Officer considers the incident to be serious, this will also be reported to the President 
of the Federation. 
 
Where staff are in receipt of offensive, unacceptable content via social media, this should be reported to a 
relevant line manager immediately. 
 
Where questionable content has been sent to the Federation, the Federation IT Officer should be informed 
prior to any response being submitted. 
 
Moderation 
Many social networks offer an opportunity for members of the public to comment below content that has 
been posted on behalf of the Federation. This should not go un-checked, and the following moderation 
policy (adapted for each social media platform) will be implemented and followed: 
The Cambridge Theological Federation welcomes the community’s contributions to the online discussion 
environment on its [Facebook Page] (e.g. comments, photos and photo tagging). 
This page provides a place to discuss the Federation: its research, events and breaking news. The following 
guidelines are designed to help provide a quality environment for our fans. Please take a minute to read 
them and keep them in mind whenever you participate. 
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The Cambridge Theological Federation abides by [Facebook’s] Terms and Conditions, and the Federation 
asks its [Facebook Fans] to do the same. In particular, please do not "post unauthorised commercial 
solicitations (such as spam)"; "bully, intimidate, or harass any user"; "post content that is hateful, 
threatening, pornographic, or that contains nudity or graphic or gratuitous[s violence"; or "do anything 
unlawful, misleading, malicious, or discriminatory" on the Federation’s [Facebook] Page. It is important to 
note that all comments and postings by fans on this site ("User Content") do not necessarily reflect the 
opinions of the Federation. 
 
The Federation reserves the right to remove any posts that contain commercial solicitations; are factually 
erroneous/libellous; are wildly off-topic; or that otherwise violate [Facebook’s] Statement of Rights and 
Responsibilities. 
 
April 2015 

 


